3ATBEP/PKEHO

Haka3z Cmyx0u Oesneku Ykpainu,
AnminicTparii Jlep:xaBHoOi ciy)6u
CHEIIAIbHOTO 3B’S3Ky Ta 3aXHUCTY
iHpopMarii Ykpainu

19 rpynnst 2024 poxy Ne 627/772

(y penmakmii Hakazy Ciyxou
Oesnekn Ykpainu, AnamiHicTpariii
Jlep>kaBHOI CITy>KOM CITeIiaIbHOTO
3B’A3KYy Ta 3axucTy iHpopmarii
Ykpainu

B 12 uepBHs 2026 poky Ne 208/437)

PEKOMEHJIAIIIT
3 po3po0JieHHS IJIAHY
3aXMCTy 00’ €KTa KPUTHYHOI iIHPPACTPYKTYpPH 32 MPOEKTHOK 3arP0o3010
HALlIOHAJILHOTO PiBHA «Ki0epaTaka/Ki0epiHIIUIeHT»

|. 3araabHi M0JI0KeHHHA

1. IT1 PexoMennanii npu3HaveHi Juisi OnepaTopiB KPUTHYHOT IHPPACTPYKTYPH, SIK1
pPO3pOOJISIOTh IJIaH 3aXUCTy 00’ekTa KpuTHuHOI 1H(ppacTpykrypu (maai — OKI)
3a TMPOEKTHOI0 3arpo30l0 HAIlIOHAJIIBHOTO PIBHA «KiOepaTaka/KiOepiHIIUACHT
(maxi — Pexomenarii).

2. Pexomenpariii po3po0sieHo BinmoBigHo a0 3akoHiB Ykpaiam «IIpo ocHOBHI
3acanu 3a0e3nedeHHs KioepOesneku Ykpainmy», «IIpo kputuuny iHPpacTpykTypy»,
«IIpo 3axuct iHpopMaIlii B 1HGOPMAIIITHO-KOMYHIKAIIIHHUX CUCTEMax», TOCTAHOBH
Kab6inery MinictpiB Ykpaiau Bix 19 uepBusa 2019 poky Ne 518 «IIpo 3aTBepmxeHHs
3aranbHUX BUMOT 3 KiOep3axucTy 00’ €KTIB KPUTHYHOI 1HGPACTPYKTYpH» (B peaaxiii
nocraHoBu KabGinery MinictpiB Ykpainu Bix 13 mucromama 2025 poky Ne 1470),
noctanoBu Kabinety MinictpiB Ykpainu Big 09 sxotHs 2020 poxy Ne 1109
«/lesaxi muTaHHS OO0’€KTIB KpUTUYHOI 1HGPACTpyKTypw», mocTaHoBH KabOiHeTy
MinictpiBe Ykpainu Binm 09 xoBtHs 2020 poky Ne 943 «/leski muTaHHS 00’ €KTIB
KpUTUYHOI 1H(pOpMaLiiiHOI 1HPpacTpykTypu» (B penmakuii moctaHoBu KabOiHety
Minictpie Ykpainu Bin 24 tpynns 2025 poxy Ne 1740), moctanoBu KabOinery
MinictpiB Ykpainu Big 14 xoBtHa 2022 poky Ne 1174 «IIpo 3aTBepmxeHHs
Pernamenty o6MmiHy iHpopMariiero Mixk cy0’€KTaMU HAIIOHAIBHOI CUCTEMHU 3aXUCTY
KpUTUYHOI 1H(DpacTpyKTypu», nocranoBu Kabinety MinictpiB Ykpainu Big 04 ceprns
2023 poxky Ne818 «/leski muTaHHS macmopTu3aiii 00 €KTIB  KPUTHUYHOI
1H(DpacTpyKTypu» Ta 3 ypaxyBaHHSIM Hakazy AnMiHicTpaii JlepKcnenss’ s3Ky Bin
30 ciunsa 2026 poxy Ne 75 «IIpo 3aTBepmkennst Karamory 3axomiB 3 KiOep3axucry,
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0a30BHX 3axo0/iB 3 Kibep3axucty, ¢GopMHu IUIaHy KiOep3axucTy Ta METOAMYHHUX
peKOMEHIaIliid 00 3A1MCHEHHS 3aXOJiB 3 Ki0ep3axucTy», Hakaly AJIMiHICTpallii
Hepxcnen3s’si3ky Big 18 mororo 2026 poky Ne 143 «/lesiki nuTaHHs pearyBaHHS Ha
KiOepiHIMIeHTH, KiOepataku, Kibep3arposu», IIpoekTHuUX 3arpo3 KpUTHYHIN
1H(GpaCTPYKTypl HAIlIOHATBHOTO PIBHSA, 3aTBEP/KCHMX HakKa3oM AIMiHICTpallii
Hepxcnen3s’si3ky Bin 28 mumusa 2023 poxy Ne 219/11CK.

3. Pekxomenpaarlii He € HOpMaTUBHO-TIPABOBUM aKTOM, MalOTh iH(QOpMaIiiiHUHN Ta
pEKOMEHIalliMHUN XapaKTep, HE BCTAHOBIIOIOTH IIPABOBUX HOPM 1 € TOOPOBITHHUMHU
TUTSI BAKOPUCTAHHS.

4.V nux PekoMeHAaIsIX TEPMIHHM BXKUBAIOTHCS B TAKOMY 3HAYCHHI:

peecTpoBUil HOMEp 00’€KTa KPUTHYHOI 1H(OpMAIiHOI 1HPPACTPYKTypU —
YHIKQIbHUA HOMEp, SIKUWA TPUCBOIOETHCS KOXXKHOMY 1HAMBIAYaTbHO BHU3HAYCHOMY
00’€eKTy KpUTUYHOI iH(popMaLiitHOi iHppacTpykTypH (nani — OKII) mig yac BHECEHHS
iH(popmariii npo OKII no aep:kaBHOro peectpy 00’€KTIB KPUTHYHOI 1HPOPMaLIMHOI
iHppacTpykTypu (mam — Peectp), HE MOBTOPIOETHCA HA BCiM Teputopii YKpaiHu,
3AJIMIIAETBCS HE3MIHHUM TPOTATOM YChOIO 4Yacy ICHYBaHHSI TakKoro o0 €KTa
KPUTUYHOI 1H(OpMaIiiHOT 1H(QPACTPYKTYPH Ta HE 3MIHIOETBCS Y pa3l 3MIHU Oolleparopa
KPUTUYHOI 1HQPACTpyKTypH, (OpMU BIACHOCTI, KIHLEBOro OeHediiapHOoro
BJIACHHUKA/KOHTPOJIEpa,;

chepa 3actocyBaHHA (scope) — oO(DIIIAHO 3aJIOKyMEHTOBAHUM OIUC MEX
(opranizamiiHux, GI3MYHUX Ta TEXHIYHUX) 1 3aCTOCOBHOCTI 3aXO0/1B 3 KIOEP3axuUCTy y
MeXax orepaTopa KPUTUYHOI 1HPPACTPYKTypHU Ta BIACHUKA ab0 pO3MOpsSIHUKA
00’€KTIB KPUTHYHOI 1H()OpMAIiHHOT 1HDPACTPYKTYpH (Z1aji — Cy0’ €KTH).

[HIT TepMiHM BXKUBAIOTHCS y 3HAYEHHSAX, HABEJIECHUX B 3aKOHAX YKpaiHu
«IIpo ocHOBHI 3acangu 3abe3neueHHs KiOepOesneku YkpaiHuw», «lIpo KpuTuuny
1HppacTpykTypy», «lIpo 3axuct iH@opmauii B 1H(QOpMaALIHHO-KOMYHIKALIIIHIX
cuctemaxy, moctaHoBi Kabinetry MinictpiB Ykpainu Bix 09 sxoBtHs 2020 poky Ne 943
«Jlesski  muTaHHA ~ 00’€KTIB  KpUTHYHOI  iHGOpMalIiHOI  1HGPACTPYKTYypH»
(B penakuii noctaHoBu KabGinety MiuictpiB Ykpainu Big 24 rpynns 2025 poky
Ne 1740), moctanori Kabinetry MinictpiB Ykpainu Big 04 cepras 2023 poky Ne 818
«/lesk1 muTaHHs nacnopTU3alli 00’ €KTIB KPUTUYHOT 1HQPACTPYKTYpu», MeToInuHuX
PEKOMEHJAIISAX MI0JI0 3/IMCHEHHS 3aXO0/IB 3 KiOep3axuCTy, 3aTBEPKEHUX HAKa30M
Anminictpanii Jepxkermen3s’s3ky Big 30 ciunsg 2026 poky Ne 75, ta MeTonuuHux
pPEKOMEHIAINISAX MO0 pearyBaHHs Ha KiOepiHIMAEHTH, KibepaTaku Ta Kibep3arposu,
3aTBEp/KEHUX HakazoM AnminHicTpamii Jepxxcnen3s’szky Big 18 motoro 2026 poxy
Ne 143.

5. Ilnan 3axucty 00’€KkTa KPUTUYHOI 1HOPACTPYKTYPH 3a MPOEKTHOKO 3arpo30I0
HaIllOHAJIBHOTO PpIBHA «KiOepaTtaka/kioepiHuuaeHT» (mam — Ilman  3axucry)
pPO3pOOJISETHCS  ONMEPATOPOM KPUTUYHOI 1HPPACTPYKTYypU (lajai — oreparop)
3a  (opmoro, 3arBep/keHO0  HakazoM  CioyxOu  Oe3neku  YKpaiHu,
AnminicTpanii Jepxcnen3s’s3Ky Bix 2026 poky Ne /| BigmoBiaHO J10
a63any nepuioro myHKTy 5 [opsiaky po3poOieHHs Ta TOTOIKEHHS MacrnopTa 0e3neKu
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Ha O00’€KT KPUTHUYHOI 1H(paCTpyKTypHu, 3aTBEpKEHOTO IMocTaHoBow KabiHety
MinictpiB Ykpainu Big 04 ceprus 2023 poky Ne 818.

6. BinmoBigHO 10 a03aily TpeThOro MyHKTY 4 3arajlbHUX BUMOT 3 KiOep3axucry
O00’€KTIB KPUTHYHOI 1HQPACTPYKTYypH, 3aTBEP/KEHUX MOCTaHOBOKO Kabinery
MinictpiB Ykpainu Bing 19 uepsns 2019 poky Ne 518 (B penakiii moctanoBu Kabinery
MinictpiB Ykpainu Bing 13 mucromana 2025 poky Ne 1470), 3axoau, nependadeHi
IJIaHOM  KiOep3axucTy, (opMa SKOro 3aTBepj)kKeHa Haka3oM AJMIHICTparlii
Hepxenenss’sizky Bix 30 ciunst 2026 poxy Ne 75, B3aeMoy3rokyroThes 3 [lnanom
3aXUCTY, SIKAHA TIOTOJKYEThCS 3 (YHKI[IOHAIBHUMH OpraHaMu y cdepi 3axucry
KpUTHYHOI 1HGpaCTpYKTypH (aii — QyHKIIOHAJIBHI OpraHu) BiamoBiaHo 10 [Topsaky
pO3poONIeHHsT Ta TIOTOJKCHHsI Tacmopra Oe3nmeku Ha 00 €KT  KPUTHYIHOI
1H(DpacTpyKTypH, 3aTBep/KeHOro mnocrtaHoBoio Kabinery MiHicTpiB YKpaiHu
Big 04 cepmust 2023 poky Ne 818.

7. Inopmanis, sika BHocuThes A0 [1nany 3axucry, € iHpopmanieo 3 00MeKEHUM
JOCTYIIOM, 3aXHCT SIKOT 3a0€3Meuy€eThCsl BIAMOBIAHO JO BUMOT 3aKOHOAABCTBA y cepi
3axucTy 1iHpOopMarlii.

8. [Iman 3axUCTy MOJAETHCA OMEPATOPOM Ha TMOTO/KEHHS (PYHKIIOHATHHUM
OpraHaM pa3oM 13 CYIPOBITHUM JIUCTOM 1 KOIII€X0 3aranbHoi xapakrepuctuku OKI.

[Tignucye cynpoBigHUil JUCT 1 3aTBepAKye [1nan 3axucTy KepiBHUK omepaTopa
ab0 oco0a, sika BUKOHY€E HOTO 000B’SI3KHU.

OmnepaTtopy HEOOXiJIHO HaJaTH JO3BLI YIOBHOBWKEHOMY MIAPO3TY (OpraHy)
CnyxxOu Oe3nexkd YKpaiHU Ha KOMIIOBAaHHS TMOJAHUX JOKYMEHTIB, IO MICTAThH
1H(DOopMaIrito 3 00MEXEHUM JOCTYIIOM, B TIOPSJIKY, BU3BHAUEHOMY 3aKOHOJIaBCTBOM.

[Tnan 3axucTy, MOJaHWH 3 MOPYIICHHSM BCTAHOBJICHHX BUMOT, Mepea0adyeHnx
nyHkTamu S5, 7 [lopsiaky po3poOieHHs Ta TOTrOKEHHsI MacrnopTa 0e3neku Ha 00’ €KT
KPUTUYHOI 1H(PACTPYKTypH, 3aTBepkeHoro mnoctaHoBoro KabOinety MiHicTpiB
Yxpainu Big 04 cepmust 2023 poxy Ne 818, moBepraeThcs oneparopy AJjis YCYHEHHS
HEJIOJIIKIB.

9. [1nan 3aXUCTy MOTOMKYETHCA Ta TIOJJAETHCS Y TaKii OCIiAOBHOCTI:
1) 1o ynoBHOBaxkeHOTO MmiApo3aity (oprany) Aaminictpariii Jlepkcnenss’ si3Ky;
2) 10 ynmoBHOBaX€HOTO MiApo3 iy (oprany) CiyxOu Oe3nexu YKpaiHu.

10. ¥V Bumaaky mnoromkeHHs [lnmaHy 3axucTy yNOBHOBaXEHHM MiIPO31JIOM
(opranom) Anminictparttii Jepkcrnen3s’ 3Ky Ta HASBHOCTI 3ayBakKeHb (TIPOTO3MUIIINA)
no Ilmany 3axucty Bim YMmOBHOBa)X€HOTO TMiapo3aury (oprany) CiyxOum Oe3nexu
VYkpainu [lnan 3axucty morpedye MOBTOPHOTO MOTOMKEHHS KOKHUM 13 BKa3aHUX
YIOBHOBa)XEHUX IM1JIPO3A1IIB (OpPraHiB).

11. Tlopsnok nepernsiny Ilnany 3axucty nependadenuit nynktom 12 IMopsanky
pO3po0JIeHHsT Ta TMOTrOJUKEHHS Tnacnopra Oe3neku Ha O00’€KT KPUTUYHOI
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iH(pacTpykTypH, 3aTBepKeHoro moctaHoBoro KaGinetry MiHicTpiB Ykpainu Bij
04 cepmiust 2023 poky Ne 818.

12. Onepatop  Bu3Hayae  iHoOpMAIliiiHI,  EJIEKTPOHHI  KOMYHIKaIliiiHi,
1HpOopMaIIHHO-KOMYHIKalliiHI 400 TEXHOJOTIYHI CUCTEMU (Jali — CUCTEMH) 00’ €KTa
KPUTHYHOT iHPPACTPYKTYpH, 1H(POpMaIist Tpo AKi BHOCUTUMEThCS 10 [lnany 3axucry.

B o6oB’sa3koBomy mopsaky g0 Ilmany 3axucTy BHOCATBCA BIAOMOCTI PO
Bci OKII, mro excrutyaryrotbes Ha OKI.

o [1nany 3axucTy BHOCSATHCS B1JIOMOCTI IIPO BC1 CUCTEMH (B TOMY YMCJII TakKi, 10
BuzHaueHi OKII) OKI, okpim aBToMaTH30BaHux cucteM kiacy «1» (okpemux I[TIEOM,
K1 HE MAarOTh MHIAKIIOYCHb 10 OYyIb-IKHX 1H(OpPMaIHO-KOMYHIKAIIHHUX CHUCTEM
ab0 Mepex).

Indpopmamis mpo ixmi cuctemu OKI, sxi nHe BigHeceno g0 OKII,
asie € HeoOXITHUMU ISl CTiikoro Ta 6e3nepepBHoro ¢yHkuionyBanHs OKI, Takox
nijysirae 000B’I3KOBOMY BHECEHHIO 710 [many 3axucry.

13. SIxmo omepaTopoM HE BU3HAYEHO YKOJIHUX CHUCTEM, IO €KCILTyaTyIOThCS Ha
00’€KTI KPUTUYHOI IHPPACTPYKTYpPHU, SKI BIUIMBAIOTh HA BUKOHAHHS >KUTTEBO
BAKJIMBUX (QYHKLIA Ta/ab0 HaJaHHS )KUTTEBO BAKIUBUX IMOCIYT, 1HPOpMALIisS HPO SKI
BHOCUTUMETHCA 10 [any 3axucty, onepatop po3po0isie nepury (TUTYJIbHY) CTOPIHKY
¢opmu Ilmany 3axucTy Ta TMOSCHIOBaJbHY 3allUCKy, B SKIH 3a3Ha4aeTbcs
OOIpYHTYBaHHS IIOJ10 BiJICYTHOCTI KpuTH4HKX eneMenTiB OKI, Ha siki MoKe BIUTMHYTH
3arpo3a Hal[lOHAJIbHOTO PiBHA «KiOepaTaka/KiOepiHIIUICHT.

I1. lopsinok 3anoBHeHHs [liany 3axucty

1. Ha turynsHiit cropinui Ilmany 3axucTy 3a3HadarOThCs rpud OOMEKEHHs
noctymny, HazBa OKI ta peectposuit Homep OKI.

2. Y po3aimi | [Tnany 3aXucTy 3a3HA9ArOTHCS 3arajbHi BiIOMOCTI:

y tabmumi 1 Ilnany 3axucrty 3a3Havaethesi 1H(popmariis npo cuctemu OKI
BiMOBITHO 710 MyHKTY 12 po3ainy I mux Pexomennaiiiii, 30kpema: moBHa Ta CKOpO4eHa
Ha3Bu Bcix cucrteM OKI, Bigomocti npo nposenenHs ineHtudikanii OKII Tta garta
MOBIJJOMJICHHSI CEKTOPAJIBLHOTO OpPTraHy y cdepi 3aXUCTy KPUTUIHOI 1HPPACTPYKTYpH
(mam — cexTopajdbHUW OpraH) NpPO pe3ylbTaTdu ineHTU(IKaIlli, BIJIOMOCTI OO
HAsBHOCTI CHUCTeM Yy cekropanbHoMy mepeniky OKII Ta HasBHOCTI cuctem
y nepxkaBaomy peectpi OKII (peectposuii Homep OKII);

y Tabmuii 2 [1nany 3axucTy 3a3Ha4ar0ThCA BIAOMOCTI PO MiAPO3 LT/ APO3ILITH
3 ki0ep3axucTy, KepiBHUKaA 3 Kibep3axucty (ado BiIMOBIAANBHY 0CO0Y, SIKa BUKOHYE
Horo (yHKIIi i 3aBIaHHs) BIJAMOBIIHO O CTATTI 51 3akony Ykpainu «IIpo ocHOBHI
3acanu 3a0e3neueHHs Kidepoe3neku YKpainu», a came: HallMeHyBaHHs MiApo3/11ny(iB)
3 Ki0ep3axucTy (3a HasIBHOCT1), MP13BHUIIIE, BIACHE 1M's, 110 0aThKOBI (Y pa3i HasIBHOCTI)
KepiBHHUKA 3 Kibep3axucTy (ado BIAMOBIIAILHOI OCOOU), 3aiiMaHa Mmocaja, KOHTAKTHI
nani (Homep Tenedony, e-mail agpeca);

y T1abmumi 3 IlnaHy 3axuWcTy 3a3HAu4alOThCA BIJIOMOCTI MPO MPOBEICHHS
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OIIHIOBAHHS CTaHy KiOep3aXWUCTy BIAMOBIIHO 10 moctaHoBu Kabinety MiHicTpiB
VYkpainun Big 31 rpyans 2025 poxy Ne 1799 «IIpo 3arBepmkenns [lopsanky
OLIIHIOBaHHS CTaHy Kibep3axucTy 1HPOpMAaIIIHUX, eJIeKTPOHHUX KOMYHIKAI[IHHUX Ta
1HpOpMaIIHHO-KOMYHIKALIHHUX CUCTEM, OO €KTIB KPUTHYHOI 1H(PACTPyKTypH,
00’€KTIB KpUTHYHOI iH(OpMaIiiiHOI 1HPPACTPYKTypU», a caMme. BHUJ OI[IHIOBaHHS
CTaHy KiOep3axucTy (CaMOOIIIHIOBAaHHS, 30BHIIIHE OIIHIOBAaHHS) Ta Mepioa Ioro
NPOBEJCHHS, PEKBI3UTH 3BITY NPO pPe3yJbTaTH OLIHIOBaHHS CTaHy KiOep3axucry,
3arajbHUN MOKA3HUK CTaHy KiOep3axHCTy, KpUTUYHA JIAHKA Ta SKICHUN IMOKa3HUK
CTaHy KiOep3axucTy.

Bigomocti, 3a3HaueHi B Tabmmii 3 posauty | Ilnanmy 3axucTy, TOBHHHI
BI/IMOBIZIATH 3BITY MPO Pe3yJbTAaTH OIIHIOBAHHS CTaHy KiOep3axucTy, opma sSKOro
3aTBep)KeHa HakazoM AamiHicTparii [epxkcnenss’s3ky Big 16 kBiTHA 2026 poky
Ne 285 «Jlesiki muTaHHS MPOBEICHHS OI[IHIOBAHHS CTaHy KiOep3aXucTy».

3. Y tabmumi 4 po3miny |l [Tnany 3axucty 3a3Havaerbest onuc cucreM OKI:

BUJI 1H(pOpMaIIil 332 HOPSAIKOM JOCTYIY, sika 00poOJIsieThea a00 TIaHY€EThCS IS
o0poOnieHHs1 B cucTeMax. SIKII0 B MEpeniKy He 3a3HadyeHo B 1H(opMalii, sKa
o0poOnsieThcss a00 IIIaHyeThCS I OOpoOJNeHHS B cucrtemax, y rpadi «lxme»
3a3HAYMTH, SIKA CaMe;

HasBHICTh MIAKIIOYEHHS A0 Mepexi [HTepHeT. Y pasi MiAKIIOYEeHHS 10 MEpexi
[nTepHeT BKa3aTM  NOBHE  HallMEHyBaHHS  IOCTayaJbHHUKA  EJIEKTPOHHHUX
KOMYHIKaIlIfHUX Mepex Ta/abo mociayr (mami — TOocTadaldbHUK), TEpestiK
[P-anpec, 1m0 BUKOPHCTOBYIOTHCS, Ta KOHTAaKTHI JaHI IOCTadaJbHUKA (HOMEp
tenedoHy, e-mail aapeca). Y pasi oTpuMaHHS MOCTYT JOCTYIy 110 Mepexi [HTepHer
B1Jl IEKIIBKOX MOCTa4YaJIbHHUKIB HABOASITHCS BIJOMOCTI OO0 KOXKHOTO 3 HUX;

BIJIOMOCTI IIOAO B3a€EMOJIIi 3 1HIIUMU CHCTEMaMH, SKi HE BXOIATH JO0 CKJIady
cucteM OKI, a came: moBHE HallMEHYBaHHS 1HILKUX cUCTEM, peecTpoBuil Homep OKII
(3a HasIBHOCT1), OMHKC I11€T B3a€MOJIIT;

BUKOpUCTaHHsA Oe3apoToBux TexHonorid (Wi-Fi, Bluetooth Tomo). ¥V pasi
BUKOPHUCTAHHS CJiJ] BKa3aTH, SKI CaM€ TEXHOJIOrli BHUKOPHCTOBYIOThCS. KO
B IEPENIKYy HE 3a3HaYE€HO HEOOXI1AHOro BapiaHTa, B rpadi «lHiie» BapTO 3a3HAYUTH,
K1 came 0e3pOTOBI TEXHOJIOT1i BUKOPUCTOBYIOTHCS;

B1JIOMOCTI 111010 BUKOPUCTAHHS MPOTPaMHUX Ta/ab0 anapaTHUX 3acO01B:

a) 110 MalOTh MOXOHKEHHS 400 BUTOTOBIICHI JIEP3KaBOI0-arpecopom;

0) BHECEHHX [I0 BIJIKDUTOTO TE€PENiKy 3a00pPOHEHOTO 10 BHKOPUCTAHHS
MIPOTPaMHOTO 3a0€3MeUeHHs Ta KOMYHIKAIIHOTO (MEpPEKEeBOT0) 00JIaIHAHHS,

B) OTpPUMAHUX Ha Oe30IJIaTHIA OCHOBI BiA (I3MYHUX ab0 IOPUAMYHUX OCIO,
1110 BUKOpUcToBYI0ThCs Ha OKII.

JI71st MIAITYHKTIB «a» 1 «0» 3a3HAYa€ThCsl OMTUC BUKOPUCTAHHS MPOTPAMHUX Ta/a0o0
amapaTHUX 3aCc001B /ISl BC1X CUCTEM, JJISI MIAMYHKTY «B)» BKa3YIOThCS BIJIOMOCTI JIUIIIE
CTOCOBHO THX 3ac001B, 1110 BUKOpHUCTOBYIOThCS Ha OKII.

VY pa3i BUKOpUCTaHHS HEOOXITHO BKa3aTd Ha3BU MPOrpaMHOro(ux) Ta/abo
armaparHoro(ux) 3acoOy(iB), KoMIaHii-po3poOHuKa Takoro(ux) 3acoOy(iB), KOMIIaHIi-
NocTavaJibHUKa Takoro(ux) 3acoOy(iB), KOMIaHii, 110 3IIMCHIOE MIATPUMKY TaKOTo(MX)
3aco0y(iB), HASIBHICTH IUIAHY 10 3aMILIEHHIO TAKOTro(KX) 3aco0y(iB) (IS MIITYHKTIB «a» 1
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«0»), OpPIEHTOBH1 TEPMIHM 3aMIITICHHS TaKOro(uX) 3aco0y(iB) (JIJIs1 MIITYHKTIB «@» 1 «0»);

BiJIOMOCTI III0JI0 HASIBHOCTI B3aeMOi1 3 utatopmamMu oOMiHY 1HPOPMAITIEIO PO
KiOepiHmmaeHTH, kKideparaku, kioepzarposu (MISP-UA, MISP CERT-UA a6o iHmri
3 TIEPEITiKY) (3a HAsIBHOCTI), 1 3 KOO (IKUMHU) came. SIKIo B MEepestiKy He 3a3HaYeHO
mwiatdopmy oOMiHy iH(DOpMaITi€ro Mpo KiOepiHIUIESHTH, KibepaTaku, Kibep3arposu, 3
SKOIO € B3aeMoisl, B rpadi crmifg «[Himay» 3a3HaunTH, ika caMe BUKOPUCTOBY€ETHCS;

BIJIOMOCTI IOJ0 TPOBEICHHS aBTOpHU3allii 3 OE3MEeKH CUCTEM BIAMOBITHO IO
noctaHoBu KabGinety MinictpiB Ykpainu Big 18 uepBuHs 2025 poky Ne 712
«Jlesski muUTaHHA ~3axUCTy 1HQOpPMAIIMHUX, EJIEKTPOHHUX KOMYHIKaIlIMHUX,
iH(QOpMaIITHO-KOMYHIKAIlIHHUX, TEXHOJIOTTYHUX  CcHCTeM» (abo  OTpUMaHHS
cepTudikaTa BIANOBITHOCTI CTaHAAPTY 1H(POpMAaIiiiHOT Oe3MeKH, BUAAHOTO OPTraHOM
3 OIIIHKM BIAMOBITHOCTI, a00 aTecTaTa BiAMOBITHOCTI KOMIJIEKCHOT CUCTEMH 3aXHUCTy
iH(dopmaIrii) Ta peKBI3UTU HASIBHUX JOKYMEHTIB, 30KpeMa PEKBIZUTH TOBIIOMIICHHS
IIOJI0 BKJIFOYEHHSI TaKOi CHCTEMH JI0 TEpesiKy aBTOPM30BAHUX CHCTEM 3 Oe3IeKu
BiAMOBIAHO 10 nyHKTY 12 Ilopsinky aBTopuzaiii 3 Oe3neku 1H(QOpMaIiiHUX,
CJICKTPOHHUX KOMYHIKAIIMHKUX, 1H()OpMAaIIiTHO-KOMYHIKAIIMHUX, TEXHOJOTTYHUX
CUCTEM, 3aTBep/KeHOro nocraHoBoro Kabinety MinictpiB Ykpainu Bij 18 uepBHs
2025 poky Ne 712. 3a HaBHOCTI 1HILIOTO JJOKYMEHTA, 1110 3aCBIIUYy€ JOTPUMAHHS BUMOT
11010 3aXUCTY 1HpOopMaIlii B cucteMi, B rpadi «IHie» ciiijg 3a3HauuTH, SIKU came.

Takox y po3aim Il ITnany 3axucty po3milLyeThes:

PHUCYHOK 3arajibHOi (PyHKIIIOHAIBHOI cxemu cucteM (Mepex) OKI;

omuc 3arajbHOi (yHKIIOHANBbHOI cxeMu cucteM (Mepex) OKI Ta texHosorii
00poOku iH(popMallii. MaroTh OyTH onucaHi OCHOBHI (DYHKIII1, 3aBJIaHHS, TEXHOJIOTI]
o0poOkH 1H(poOpMallii, HasBHUN BIUIMB HA BUKOHAHHS >XUTTEBO BAXKIUBOI(MX)
¢byHK1ii(if) Ta/abo HaTaHHA KUTTEBO BaxIIMBOi(ux) mochyru(r). Omuc mae naBatu
3arajgpHe ysaBieHHsS npo cuctemu (Mepexi) OKI Ta He mae mepeBUIyBaTH JBOX
apKyIIIiB.

4.V tabmui 5 po3auty I Inany 3axucTty 3a3Ha4arOTHCS BIACTUBOCTI MPOEKTHUX
3arpo3 HalllOHAJIBHOTO, CEKTOPATILHOTO Ta 00’ €KTOBOTO (32 HAsIBHOCTI) PIBHIB.

5.V tabmuui 6 posmimy IV Ilnany 3axucry 3a3HavaeTrbes omuc chepu
3aCTOCYBaHHS 3aXO1B 3 KIOep3axucTy.

Jlnst mpoBeneHHs 3aXOfiB 3 KiOep3axHucTy Cy0 €KTH BHW3HA4YaloTh cdepy ix
3actocyBaHHsA. BuzHauaroun cepy 3acToCcyBaHHS 3aXOMIB 3 KiOEP3axucCTy, Cy0’ eKTH
MaroTh BPaXOBYBaTH:

OpraHi3amifHO-TaTHy CTPYKTYPY: MiAPO3/iiIN, OCHOBHI OIEpalliiiHi MPOIeCH,
30HH BI1AIIOBIIAIBHOCTI TOIIO;

TEXHIYHI KOMIIOHEHTH: CHCTEMH, €JIEKTPOHHO-KOMYHIKAIIHHI  MEpexi,
oreparliiiii cucTemMu, 6a3u JaHux, IporpaMHe 3a0e3MeUeHHS TOIIIO;

¢13uuHI Mexi: reorpadiyHe po3TallyBaHHS CHCTEM, MPUMILIEHHS, CEpBEpHI
KIMHATH TOILIO.

VY tabmumi 6 pozaury IV Ilnany 3axucTy 3a3HauyaloTbCs MEpeik Ta Mexi
MIIPO3AUIIB 1 OCHOBHUX OIEpaIiiHUX TPOIECIB CyO’€KTa, TMEpeiK CHCTEM,
CJICKTPOHHO-KOMYHIKAIlIMHAUX MEpeX Ta TMPOrpaMHOTrO 3a0e3NedeHHs, Ha SsKi
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MOIIMPIOIOTHCS 3aX0IH 3 KI0ep3aXuCTy, a TAKOXK reorpadiyHe po3TallyBaHHS CUCTEM,
MPUMIIIEHHS, OMTUC CEPBEPHUX KIMHAT TOIIO.

Uitke Bu3HaueHHS cdepr 3aCTOCYBaHHS B IUIaHI KiOep3axucty (Ttabmums 7
po3auty IV Ilnany 3axucTy) € OCHOBOIO 1Jisi 00’ €KTUBHOTO OI[IHIOBaHHS MOTOYHOTO
CTaHy Ta BCTAHOBJICHHS JOCSOKHUX ILIJICH ISl IIJTbOBOTO CTaHy KiOep3axucTy.

6. Tabmuus 7 po3ainy 1V [lnany 3axucTy MICTUTh CyKYIHICTh YCiX HEOOX1THUX
3aX0IiB 3 KIOEp3axHUCTy, a TAKOXK CYKYITHICTh 000B’SI3KOBUX 3aXO/JIIB 3 KiOEP3axHuCTy,
AK1 B MepIry 4epry (aje He oOMEXYIOUHCh HUMH B JISJIBHOCTI 3 I1JBUIIECHHS PIBHS
Ki0ep3axucTy KpUTHYHOI 1HPOopMaIliiiHO1 1HGPACTPYKTYPH ) MatOTh OYTH BIPOBAKEHI
a00 3amanoBaHi Jis BipoBamkeHHs Ha OKI.

Mopgens  3axomiB 3  Kibep3axucTy  Iepeadadae  B3a€EMO3B’SI3KM  Ta
B3a€EMOBAICKHICTh IIeCTH (YHKIIH oaHa Big onaHoi: «YmpapmiHHD (GV),
«Ipnentudikams»y (ID), «3abe3neuenns 3axucty» (PR), «BusBiaenus» (DE),
«PearyBanus» (RS), «Bignosnenns» (RC).

Mopens 3axoaiB 3 kiOep3axucty onucaHa B pozaun |l Meroguunux
peKOMeHAaIli MoA0 3A1MCHEHHSI 3aXO/IB 3 KiOep3axuCTy, 3aTBEPHKEHUX HaKa3oM
Anminictpauii [Jepxcenenss’s3ky Big 30 ciuns 2026 poky Ne 75.

3axoau 3 kiOep3axucTy, HaBeAeHl B Tabmuui 7/ posaury IV Ilnmany 3axwucry,
B3a€EMOY3TO/IKYIOThCS 3 TUIAHOM KiOep3axucTy, opMa SKOTO 3aTBEpKEHA HaKa30M
Anminictparnii Jepxkenenss’sizky Big 30 ciuns 2026 poky Ne 75.

7.3axomqu 3 KiOep3axucTy, 3aTBep/UKEHI  Haka3oM  AJMiHicTparii
Hepxcnenss’sizky Big 30 ciuns 2026 poky Ne 75, moainsaroTeest Ha Kartasnor 3axo/iB
3 KI0ep3axucTy, K CyKyIHICTh YCIX HEOOXITHUX 3ax0JiB 3 Kidep3axucTty, Ta ba3zosi
3axX0AM 3 KIOEp3axHCTy, SIK CYKYIHICTh OOOB’S3KOBUX IJisi 3[1MCHEHHS 3aXOiB 3
ki0ep3axucTy BIAMOBIAHO A0 ab3ally Jpyroro MyHKTY 3 3araJbHUX BHUMOT
3 K10ep3axucTy O0’€KTIB KPUTUYHOI 1H(PACTPYKTYpH, 3aTBEPKEHUX MOCTAHOBOIO
Kaobinery MinictpiB Ykpainu Big 19 uepsus 2019 poky Ne 518 (B peaaxiiii nocTaHOBH
Kabinety MinictpiB Ykpainu Bij 13 nuctonaga 2025 poky Ne 1470), aG3aity npyroro
OyHKTY 25 MIHIMQJIbHUX BUMOT JO 3aXUCTy 1H(OpPMAIiiHUX, EJIEKTPOHHUX
KOMYHIKaIIiHUX, 1H()OpMAIHHO-KOMYHIKAIMHUX Ta TEXHOJIOTIYHUX CHCTEM,
3aTBepKeHuX noctaHoBoro Kabinety MinicTpiB Ykpainu Big 29 6epesns 2006 poky
Ne 373 (B penakiii nocranoBu KabGinety MinicTpiB Ykpainu Big 26 nucTomana
2025 poky Ne 1531).

ba3oBi 3axoau 3 Ki0ep3axUCTy NOJISIOTHCS Ha!

0a30B1 3ax0/u 3 KiOep3axuCTy JJIsl ONepaTopiB KPUTUYHOI 1HPPACTPYKTYpU Ta
BJIACHUKIB a00 pO3MOPSTHUKIB 00’ €KTIB KPUTHYHOI 1H(hOpMaIliitHoi iHppacTpyKTypHu
I ra Il xareropiii KpUTUIHOCTI,

0a30B1 3ax0/4 3 KiOep3axuCTy ISl ONepaTopiB KPUTUYHOI 1HPPACTPYKTYypHU Ta
BJIACHUKIB a00 pO3MOPSAHUKIB 00 €KTIB KPUTHUUHOI 1H(OpMAIIIHOT IHPPACTPYKTYpHU
III Ta IV xaTeropiift KpUTUYHOCTI;

0a30B1 3aX0M 3 KI0EP3aXUCTy JJIsl OpraHiB e KaBHOI BIaIH, IHIIUX JEPHKABHUX
OpraHiB, OpraHiB MiCLIEBOTO CAMOBPSyBaHHS, I€PKABHUX MIANPUEMCTB, YCTAHOB Ta
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opraHizarlii, siki € BJaCHUKaMu ab0 pO3MOPSTHUKAMU CUCTEM, B IKMX 0OpPOOJISIOTHCS
neprkaBHi 1HGOpMaIlIiHI pecypcu;

0a30Bi1 3aX0H 3 KiOep3axuCTy JJIsl OpTaHiB Jep>KaBHOT BIa/Id, 1HIINX JEPKaBHUX
OpraHiB, OPTaHiB MICIIEBOTO CaMOBPSTyBaHHS, JCPKABHUX MIANPUEMCTB, YCTAHOB Ta
Opraizailiii, ki € BIaCHUKaMu a00 PO3MOPSTHUKAMU CHCTEM, B IKHX 00pOOIII€THCS
iHpopMarllis 3 OOMEXEHHUM JOCTYIOM, BUMOTA IIOJ0 3aXUCTY SKOi BCTaHOBJICHA
3aKOHOM.

8. Y tabmuui 7 posainy IV Ilnany 3axucTy onucyeTbcs MOTOYHUM 1 IIJILOBUI
cTaH kiOep3axucty. JJisi BU3HAYEHHS CTYIEHS MPOBEICHHS 3aXOiB 3 KiOep3axucry,
BHU3HAYEHUX Ha OcCHOB1 KaTanory 3axofiB 3 kibep3axucTy 3 ypaxyBaHHIM pe3yJIbTaTiB
yIpaBJIiHHS pU3UKaMU KibepOe3nekH, JOIUIBHO 3/IIHCHIOBATH OI[IHFOBAHHS TOTOYHOTO
CTaHy Kibep3axuCcTy Ta BUBHAUYEHHS LIUTLOBOTO CTaHy KiOep3axucry, Jie:

NOTOYHUHM CTaH KiOep3axucTy — (paKTUYHUN CTaH OpraHi3allii Ta MpPOBEACHHS
3aX0/iB 3 Kibep3axucry;

LIJTbOBUM CTaH KiOEp3axWCTy — IUIAHOBUW CTaH Opradi3auii Ta MPOBEIACHHS
3aXO0/IB 3 KIOep3axHCTy, BU3BHAUEHUX HA OCHOBI KaTaJoOry 3aXO[iB 3 KiOep3axucTy
3 ypaxyBaHHSM pe3yJIbTaTiB YIPaBIIHHS pU3UKaMU KiOepOe3IeKu.

[Ipu 3an0BHEHH1 ONMKCY NOTOYHOTO CTaHy KiOep3axucTy HEOOX1AHO BKa3aTu CTaH
peamizailii 3axoay (peandizoBaHO, YAaCTKOBO peali30BaHO, HE peai30BaHO) Ta
3a3HAYUTH JCTAI30BaHUN OMUC (DAKTUYHO BXXUTHUX 3aXOiB. Takox BapTO 3a3HAYUTH
KOHKPETHI 3aXO0J JJi1 JIOCSATHEHHS I[IJIbOBOTO CTaHy KiOep3axucTy, BU3HAUYUTHU Ta
BKa3aTH BIJANOBIIaJIbHY 0CO0Y 3a 1X BUKOHAHHS, 3a3HAYUTH 3aIUIAHOBAHUM TEPMIH
BUKOHAHHS 3aXO0/lIB 3 Ki0ep3axucTty (11e Mae OyTH HaWKOPOTIIUN JOCTATHIN CTPOK).

9. Omnepatopu KpUTHYHOI 1H(PACTPYKTYpPH Ta BIACHUKH a00 PO3MOPSIHUKA
00’€KTIB KPUTHYHOI 1H(OpMAIIHHOT 1HQPACTPYKTYpH MOETANHO Ta MOCHI0BHO
JOCSTal0Th  LIJIBOBOTO  CTaHy KIOEp3axUCTy HUIAXOM MPOBEIEHHS  3axOJliB
3 K10ep3axucTy, nepeadadeHnx MmiaHoOM Ki0ep3axucTy.

10. ITpu 3anoBHenHi Tadbmuii 7 po3auny IV Ilnany 3axucty HeoOXigHO BKa3aTH
HasBHI pecypcH, a Ui MiATBEPKCHHsI BKa3aTH Ha3By JOKYMEHTa, HOMEp Ta JaTy
peecTpaiiii, B SKOMY MIJITBEPIKYETbCS BHUKOHAHHS 3aX0Qy 3 KiOep3axucry.
[Ipu 3amoBHenHi Tabmumi 7 posainy IV Ilmany 3axucty peKOMEHIOBAHO
BUKOPHCTOBYBaTH  MeTOAWYHI  PEKOMEHMAAIli  IMOJ0  3AIMCHEHHS  3aXOJIiB
3 KiOep3axucTy, 3aTBepKeH]1 HakazoM AnmiHicTpaiii Jlepxcnern3s’s3ky Bia 30 ciuHs
2026 poky Ne 75, Ta AomaTOK 10 HHX, IO MICTHUTh XapaKTEPHUCTHUKY 3aXO/lIB
3 KIOep3axucry.

11. Ilnan pearyBaHHs Ha KiOEpIHUMACHTH, KiOepaTaku Ta KiOep3arposu, KUl
nependoaveHuit pozaiiom V Ilnany 3axucty, po3po0sisie KepiBHUK 3 Kibep3axucty (abo
BIIMOBIaIbHA 0c00a, sika BUKOHY€E Horo (yHKII ¥ 3aBHaHHS) Ta/abo MiIpO3/iiT
3 KiOep3axucTy (3a HasiBHOCTI).

[Inan pearyBanHs Ha KiOepIHUMIAEHTH, KiOepaTaku Ta KiOep3arposu
po3poOIIsIETBC  BIAMOBIMHO 10 moctaHoBu KabGinety MiHicTpiB  Ykpainu
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Bim 26 mucromama 2025 poxy Ne 1533 «Jleski mnuTaHHS pearyBaHHS Ha
KiOepiHIMIeHTH, KibepaTaku Ta Kidep3arpo3w» Ta 3 ypaxyBaHHSIM MeToanyHHX
pEeKOMEHIaIliil 010 pearyBaHHA Ha KiOepiHIMIEHTH, KibepaTaku Ta Kibep3arposu,
3aTBEp/KEHUX HakazoMm AnMiHicTpamii [lepxkcnen3s’s3ky Bin 18 motoro 2026 poky
Ne 143 (mani — MetoandHi peKOMEHAITIi 010 pearyBaHHs).

BiamosinHo mo myHkTy 5 HamioHansHOTO MIaHy pearyBaHHs Ha KiOSpIHITUICHTH,
kibeparaku Ta Kibep3arposu, 3aTBep/KEHOro mnoctaHoBolo Kabinety MiHicTpiB
Vkpainun Big 26 nucromama 2025 poky Ne 1533 (mami — HamionanpHui 1iaH
pearyBaHHs), pearyBaHHsS Ha KiOepIHIIMJEHTH, KiOepaTaku Ta KiGep3arpo3u
3MIMCHIOETHCS Cy0’€KTaMU HalllOHAJIBHOI CHUCTEMH pearyBaHHs Ha KiOEpIHIMACHTH,
Kibeparaku, kibep3arpo3u Ta cyd’ ekTaMu 3a0e3redeHHs KibepOe3neKku MoCiIiI0BHO 3a
TaKUMU €Taramu, SK MIJArOTOBKAa JI0 pearyBaHHS Ha KiOEpIHIIMACHTH, KiOepaTaku
Ta KiOep3arpo3u, BUSBJICHHS, aHali3 Ta 1H(QOpPMYBaHHS NpO KiOEPIHIUACHTH,
kiOepaTaku Ta Ki0ep3arpo3u, CTPUMYBaHHS, YCYHEHHSI HACIIKIB 1 BITHOBJIECHHS MICIIS
KIOEpIHLIMEHTIB, KiOepaTak Ta KiOep3arpo3, a TaKoXX aHalli3 €(pEeKTUBHOCTI 3aXO/1B
pearyBaHHs Ha KIOEpIHIIMACHTH, KibepaTaku Ta Kibep3arposu.

OnepaTopu KpUTUYHOI IHPPACTPYKTYpU Ta BIACHUKH a00 pO3NOPSIAHUKA
00’€KTIB KPUTUYHOI 1HPOPMALIIIHOI IHPPACTPYKTYPHU BXKUBAIOTH 3aXO0/IIB pearyBaHHs
Ha KOXKHOMY 3 €TaliB BIANOBIAHO A0 HalioHanekHOrO IlaHy pearyBaHHS Ta
3 ypaxyBaHHSIM MeTOIWYHUX PEKOMEHAIIIH 1010 pearyBaHH;.

Y nysakti 1 posmimy V Ilmany 3axucTy 3a3Ha4yaloThCsl PEKBIZUTH IUIAHY
pearyBaHHs Ha KIOEpIHIIMACHTH, KibepaTaky Ta Kibep3arpo3u.

BignoBimHo 10 ocoOimBoCTel (YHKIIIOHYBAaHHS Ta 3aTBEP/KCHOrO IUIAHY
pearyBaHHs Ha KiOepiHIIMIEHTH, KibepaTaku Ta kibepsarpo3u Ha OKI B myHkTi 2
po3ainy V IlmaHy 3axucTy peKOMEHIOBAHO OIKMCATH CTHCIEC BHKJIAIACHHS i, IO
BUKOHYIOThCS Ha OKI BiAMOBIIHO A0 €TariB Ta MPOIEAYp pearyBaHHs, BU3HAYCHUX
HanioHanbHUM IUIAaHOM pearyBaHHSA, 3 ypaxyBaHHSM MeETOIUYHHUX pPEKOMEHAALli
I0JI0 pearyBaHHS.

[Ipn 3anoBHeHH1 nNyHKTY 2 posauny V Ilnany 3axucty peKOMEHI0OBaHO
BUKOPUCTOBYBAaTHM THIOBHUI TMeEpeNiK 3axoJiB MIJATOTOBKM [0 pearyBaHHsS Ha
KIOepiHIUAeHTH, KibepaTaku, Kibep3arpo3u Mjis OJHOYACHOTO BIJCTEKEHHS, SIKUM
BUKJIQJICHO Yy JA0JaTKy 3 10 MeToauyHuxX peKOMeHJaIld II0J0 pearyBaHHs, Ta
TUMIOBUM TEpeNiK 3axo[iB 3 pearyBaHHs Ha KIOEpIHIMIECHTH, KibepaTaku,
Kibep3arpo3u st OJHOYACHOTO BIJACTEXKEHHS 3aXOJIB 10 iX 3aBEpIICHHS, SKUAN
BUKJIAJICHO Y JOJIATKY 2 10 MeTonYHuX peKOMEH Iallii 1010 pearyBaHHS.

[Tin yac oOMiny 1H(DOpMaIli€ro MPo KIOEPIHITUACHTH, KiOepaTaku, Kioep3arpo3u
OTIepaTOpu KPUTHUYHOI 1HPPACTPYKTYpHU Ta BIACHUKH ab0 PO3MOPSITHUKU 00’ €KTIB
KpUTUYHOI 1HGOpMAIiitHOT 1HPPACTPYKTYpH KEPYIOThCS 3arajbHUMU TPaBUIAMU
oOMiHy iH(pOpMaIliero Tpo KiOepiHIMIEeHTH, KibepaTaku, Kibep3arpo3u (TpPOTOKOI
TLP) Tta HamioHalbHOK TaKCOHOMIEI  KIOEPIHIMACHTIB, 3aTBEPKEHUMHU
HakazoM Anminictpartii Jlepxkcrnen3s’sa3ky Big 18 mrororo 2026 poxy Ne 143,

Y nyskti 3 po3aity V HeoOXiiHO BKa3zaTh BIANOBIJANbHY 0OcCO0y 3a
1H(hOpMYyBaHHS PO KIOEPIHIUACHTH, KidepaTaku Ta KiOep3arposu 13 3a3HayeHHSIM
Npi3BUILA, BIACHOTO 1MEHI, MO 0aTbKOBI (y pa3i HAABHOCTI) BIANOBIAAIBHOI 0COOM,
M0Ca Iy Ta KOHTAKTHOTO TeleoHy.
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VY nyHkTi 4 po3auty V HEOOXiAHO 3a3HAYMTH KOHTAKTH I 1HGOPMYBaHHSI
Cy0’€KTIB HAIIOHAJIbHOI CHUCTEMH pearyBaHHS Ha KiOCpIHIHMACHTH, KibepaTakw,
Kibep3arpo3u npo KiOepiHIUAEHTH, Ki0epaTaky Ta Kidep3arpo3u:

1) Curyaniiinoro T1eHTpY 3a0e3mnedeHHs Kkidepoesneku Ciry)xOn  Oesmnekn
YkpaiHu Ta perioHajibHOTO LEHTPY 3abe3ledeHHs perioHanbHoro oprany CiyxoOu
Oe3nexkn YKpaiHH 3a MICIIE3HAXOKEHHAM (aJpecoro) omeparopa KPUTHUHOT
1HGPACTPYKTYPH 3 METOIO:

3abe3neuyeHHss Ciyx0o0r0 Oe3neku YKpaiHU pearyBaHHs Ha KiOepIHUUIEHTH,
Kibeparaku Ta Kidep3arpo3u y cdepi aepkaBHOI O€3MEKH BIAMOBIAHO O MYyHKTY 3
yacTUHU Apyroi crarti 8 3akoHy Ykpainu «IIpo ocHoBHI 3acaau 3a0e3neueHHs
ki0epOesrekn YKpaiHuy;

HEeBIIKJIaHOTO (HeraiHoro) iHQopMyBaHHs CiyxOu Oe3neku YKpaiHU Mpo
KIOEpIHIIUIEHTH, @ TAKOXK 3arpo3U Ta PU3MKU aKTIB KiOEepTepopu3sMy MPOTH CUCTEM
YOpaBJIiHHS, OMEpPAIIHHUX Ta 1HIIMX CUCTEM OO0 €KTIB KPUTHYHOI 1HPpACTPYyKTYypHU
BIJIMOBITHO /0 BUMOT IMYHKTY 9 YacTWHU NEPINOi, MyHKTY 2 YaCTUHU YETBEPTOi
ctarTi 21 3akony Ykpainu «IIpo kputudaHy iHPpPaCTPyKTypy»;

HEBIAKIAIHOTO (TIPOTSITOM TOAWHU) TOBIAOMIEHHS CuTyalliiHOrO IEHTPY
3abe3rneueHHss KioepOesneku CnyxOu Oe3nexku YKpaiHM MNOpo BCl  3HAYHI
KIOEpIHIIUECHTH BIAMOBIIHO 10 BUMOT yHKTY 18 HallioHanbHOrO miiaHy pearyBaHHs
(3a BIJICYTHOCTI rajy3€BOi/perioHajJbHOT KOMaHJIU pearyBaHHsA Ha KIOEpIHIMICHTH,
kibepataku, kibepzarpo3u (CSIRT));

2) HaIOHAJIBHOI KOMAaHJIU pearyBaHHS Ha KIOEpIHIMJIEHTH, KiOepaTakw,
kibepzarpo3su (CERT-UA) 3 wMeTor0 HEBIAKIAAHOTO  (MPOTSITOM  TOJMHM)
MOBIJJOMJICHHS 1l TIPO BCl 3Ha4HI KiOEPIHIUIEHTH BIJMOBIIHO A0 BUMOT IMyHKTY 18
HartionanpHOro miany pearyBaHHs (3a BiICYTHOCTI TaJly3€BOi/perioHaAIbHOT KOMaH N
pearyBaHHs Ha KiOepiHIIUACHTH, Kid0epaTaku, kibep3arposu (CSIRT)) abo y Bumanky
orpuManHa Big CERT-UA B ycTaHOBIEHOMY TMOpSAIOKY CEpBICY VY 3B’SI3KY
3 pearyBaHHSM Ha KIOEpIHIMACHTH, KiOepaTaku, Kibep3arpo3u BiJMOBIIHO A0 a0d3alry
II’SITOr0 MyHKTY 1 yacTuHuU TpeThoi cTaTTi 9 3akoHy Ykpainu «IIpo ocHOBHI 3acaau
3abe3reueHHs KidepOe3neku YKpaiHmy;

3) raimy3eBoi/perioHaIbHOI  KOMaHIW  pearyBaHHsS Ha  KiOCpIHIMICHTH,
kiOepataku, kioep3arpo3u (CSIRT) 3 MeTO HEBIAKIATHOTO (TPOTATOM TOAMHHM)
MOBIJOMJICHHS 1l PO BC1 3HAa4YH1 KIOEPIHUMUIEHTH BIAMOBIAHO 0 BUMOT MyHKTY 17
HartionanpHOTO miiaHy pearyBaHHs (32 HaSBHOCTI TaKOi KOMaH/IM pearyBaHHs);

4) npuBaTHOI KOMaHAM pearyBaHHS Ha  KIOCpIHIMICHTH, KiOepaTakw,
kibep3arposu, 0 BUKOHYE 3aBJIaHHS Tally3€BOi/periOHAIBHOI KOMAHAN pearyBaHHS
Ha KiOepiHIuaeHTH, KibepaTaku, kioep3arpo3u (CSIRT) ta/abo Moxe 3amyyaTucs s
HaJaHHS OmepaTopaM KpUTUYHOI 1HQPACTPYKTYpH, BIaCHUKAM a00 pO3MOPSAHIKAM
00’€KTiB KpUTUYHOI 1H(MOPMAIliHOT 1HPPACTPYKTYPH OKPEMHUX IMOCIYT, OB’ SI3aHUX
3 pearyBaHHsSM Ha KiO€pIHUMJEHTH, BIAMOBIAHO A0 ab3ally Mepuoro MmyHKTy 4
4acTUHU TpeThoi cTarTi 9 3akoHy Ykpainu «IIpo ocHOBHI 3acaau 3a0e3neyeHHs
ki0epOesnekn YKpainu» (3a HassBHOCTI TaKOT KOMaHIU pearyBaHH).

12.Y tabnuui 8 po3ainy VI Iliany 3axucty nependaueHO HaBEJEHHS 3BEJICHUX
BIJIOMOCTEH MPO MOHITOPUHT PiBHS Oe3neku 00’€KTa KPUTUYHOI IHPPACTPYKTYpHU
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10/1I0 HEeWTpaJsi3allii 3arpo3u HalllOHAIBLHOTO PiBHA «KibepaTaka/KiOepiHIUICHTY, 1¢
OTUCYIOTHCS 3BEJICH] BIJOMOCTI PO Pe3yIbTaTH:

ominku cta"y 3axumieHocTi OKI (3okpema 3a KpuTepieM «3a0e3ledeHHs
kibep3axucty OKI»), sxa mnpoBOAWUTHCS BIANOBIAHO JO BHUMOTr cTarTi 23
3akony VYxkpainu «[Ipo kputuuny iHdpactpyktypy» Ta Ilopsiaky mpoBeneHHs
MOHITOPHUHTY DPiBHSI O€3MeKH 00’€KTIB KPUTHUHOI 1H(PPACTPYKTYpH, 3aTBEPIKEHOTO
noctranoBoto Kabinery MinictpiB Ykpainu Big 22 mumnas 2022 poxy Ne 821;

OIliHIOBaHHS cTaHy Kidep3axucty cucteM OKI, 110 3a1iCHIOETBCS BIATIOBITHO J0
[Topsinky OIIHIOBaHHS CTaHy KiOep3axucty 1HGOpPMAIIMHUX, EJICKTPOHHUX
KOMYHIKaIIMHUX Ta 1H()OpMAaIiiHO-KOMYHIKAIlIHHUX CUCTEeM, OO0’ €KTIB KPUTHYHOI
iHQpacTpykTypu, 00 ’€KTIB  KpUTUYHOI  1H(DoOpMaIiitHOT  1HQPACTPYKTYpH,
3aTBepKeHoro nocraHoBoro Kabinery MinictpiB Ykpainu Big 31 rpynns 2025 poxy
Ne 1799;

MEepPEeBIPOK JIOAEpKaHHS BUMOT 3aKOHOJABCTBA y cdepl Kibep3axucry, M0
IPOBOJATHCA BIANOBIAHO A0 llopsaky 3aiiicHEHHS Jep>KaBHOTO KOHTPOJIIO 3a
NOJIEpKAHHSAM BHMOI 3aKOHOJABCTBA y cdepi KiOEp3axucTy, 3aTBEpIKEHOrO
noctanoBoro Kabinery MinictpiB Ykpainu Big 17 rpyans 2025 poxy Ne 1668.

[Ticnsa tabmui 8 po3miny VI BkasyeThes BiAMOBimambHA 0c00a 3a 3aIIOBHECHHSI
[Inany 3axucty (mocazaa, BjlacHe 1M s Ta MPI3BHUILE), TIAMKC Ta JaTa MiAMUCaHHS.

13. Tabnuiro nonmarka o [lmaHy 3axucTy 3alOBHIOE KEPIBHUK 3 KiOEP3axXHCTy
(abo BimmoBimambHa o0co0a, sKa BHUKOHYE HOro (QyHKIi W 3aBlaHHA) y pasi
HEOOX1THOCTI BHECeHHs 3MiH J0 [lmaHy 3axucty, siki He TOTPeOYyIOTh MOTOKEHHS
dbynkuionaasHUMU opradami. [licis Tabmumii gogatka go [lnany 3axucty BKa3yeThes
BIIMOBiAaNbHA 3a 3amoBHeHHs I[lmany 3axucty ocoba (mocama, BiacHe IM’S Ta
MPI3BUIIE), TIAIKC Ta JaTa MiIMHCAHHS.

14. Oneparopu HecyTh BIANOBIJANBHICT 3a JIOCTOBIPHICTH BIJOMOCTEH,
BHeceHuXx 0 [Inany 3axucty, BIAMOBIIHO 10 32aKOHOAABCTBA.

T.B.o. HavanbHuka  [lemapramenty  upekrtop JlemaprameHTy Kibep3axucry
KOHTPPO3BIAYBAJIILHOIO 3aXUCTY 1HTepeciB  AaMinictpauii  JlepkaBHOi  ciy»kOu
nepkaBu y chepi iHpopMaIliiHOT O€3MeKH  CHEIIAIbBHOTO  3B’SI3Ky Ta  3aXHCTY
Cnyx0u 6e3neku YKpainu iHpopmari Ykpainu

Bonoaumup KAPACTEJIBOB Jmutpo ITAXOJIBYEHKO



